T T TR A (Wireles and Mobile Computing):

Wireless 1 37 # 2l computing device (38 B PDA) T data source (5
& duighase sefver ) & @t fam physical connection % information F1 transfer
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landlines. Mobile computing smeans that the compuning device is mod conlinieisy
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Yrad famaiftdt (Network Security):

Metworking 5T 1 o W W poasibilities ( ¥EET) T4 Faw] ¥
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'!! i 5 li'lﬁlil wser TH program B dalahase B gcvess & TH| 3 network
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3 sofrware Security Holes T8 910k 3 ¥ 798 T programs (body written
programs) ™ T B T TEAA & F T programs (privileged sofiwarc)
¥ o § wewwd I B

3. Inconsistent Usage Hobes— sysiem administrator hardware T software
¥ combination B use wrm # Fam sysiem ® insecurity 3 B A #

Eﬂth&MMCﬂfhﬂH'Mtn"ﬁﬁhmﬁwﬁ#
ﬂmﬂﬁ_mwMﬁlrﬂ&rTﬂiMw:bmnﬁmﬁﬂwhﬂﬂ

# rfafafed F1 rap T WEN €
" u::.,.;ﬂ_ miessage weh server &7 web browser %1 21 Wl # browser T'T'Iiﬂ-l'“:
i“u“"mﬂﬁuumﬂﬂtﬂlihumwﬂﬁﬂmﬁw

mtaimmﬂﬂhﬁﬂh

Scanne d with CamScanner



Cookies are messages that a web server transmits to the web browser so
thatthe web server can keep track of user activity on a specific website.

Hacker T8 computer enthusiast ¥ & F computer #1 fva 1 v Tad &

programmers $3 programs F1 SIS TRRIE F4 8 T crackers FEER £
Protection Methods

1. Authorization—39% 574 T8 1 I £ & user 1 9 web service
F use F9 F aﬂ'ﬂﬁlmé f T 59 0 yser 1 U login 11 =t T 2
2. Authentication—Authentication 1 579 password protection 8 # 9 9%
user valid password T8 SR 7@ 7F TH network T entry T8 foEi-
3. Biometric methods 3797 finger prints. hand geometry, earlobe geometry,
retina and iris patiemns, voice waves, DNA 7131
4. Firewall 39 sysiem # protect FAI
Firewall M= =1 % v U <mn & 5m =1 F= § 396 #1 Firewall
FEE! '%l Computer =l WM W firewall LLE 1"5\'{41 network BT i;' A network
o system F unauthorised access 8 U WZH FA ®) Firewall F1 hardware,
software a1 SHI W T o1 TFA $1 Firewall 1 use 06 internel users F1 929 &
private networks 0 7 intranet B T W TFEA # intranet ¥ THW w13 T W =l
I AR AW messages W firewall A pass F B 41 Firewall ¥9% message 31
ﬁﬁmﬂ‘ﬂmﬁhnﬁsﬁage ﬁ!ﬁmﬁﬁﬁﬁﬂﬂ?ﬁﬁ?ﬁﬁmpﬂwﬁﬂfﬁ
A #1 Firewall | 797 & fom fafis 9508 1 use Bem =mn t—
1. Packet filter fam® & nerwork ¥ enter T4 T A leave T4 99 TH% packet
1 T & = # 9 user 3 FiE ol 50 TuE SR T sndmn w5
fean = #)
Application gateways f57%1 7 TCP 3 Telnet servers ¥ 0 use s
Circuit level gateways, fom & @ use P s % 3 TCP 7 UDP
connection T & m #
4. Proxy servers 91 fF W messages ® intercept FM 21
errp{ngmwf—ﬁlﬂ?ﬁ code T fAEM 390 solve T cryplography FET il
Computer & 9 ¥ cryptography is the study of transforming in order 1o make it
secure from unintended recipicnis or use B o Gkl F 58 FFH transform F 3]
L] ‘qﬁﬁ unauthorised person IAFH use A FT ™ cryptography  SEEm tl
Cryptography ] g F1 code FT T T & 30 TE process encrypltion HES 2
Cryptography % 3890—
|. Confidentiality 394 unwanied &% 39 T T T AW IR T
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2. Integrity 319 information sender T receiver & 4 change 7 3 ,
"H _

3. Authentication sender A9 receiver T G& I ‘:IFIFT %

Kev Management— {8 W&H @ %1 @eH 41 4 A F 0 Tl 37 4, 5
W & I T gE w encryption T decryption A & fem o keys 1,
B = &1 F digital form ¥ 290 81 39 keys F T FAA scnder T ey 5
w1 aw sEfen s s | e @ T ] AR R o o
cryptographic algorithms =71 5= f T ) TR OOE-EEE T jea TR oae
# Cryptographic E-management symmetric asymmetric encryption algonthm w
Iaia B\ 21 Symmetric algorithm % @ private key data ¥ encryption =7
decrvption A £ Asymmetric algorithm data public key q encrypt ¥ 7
Private key ¥ decrypt B 1

Password—Password T TH secret word Bl %ﬁlﬂi’l o AfF FH R T
WO H WEA@ &1 Computer Ht W password W& character string ¥1 71 T35
user 8 system T #eR ‘E@‘:I = T B W password 4 B 16 character
F 9 T ¥ 79 password F cnter H THA screen T display 78 #H
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e @ store T 92 TEA 2 Ao qan weh wwn w9 e 8

fefseer wfdfsde (Digital Certificate):

Digital cemificate T electronic document B # forga i =i A puble
key ®l ownership %1 foa w5 21 o & UF WFH ¥ electronic passport # 3 A
#1.91 computers F1 A Fa ARA-T2F 513 2 R 4 21 Digital signatu
¥ 9% vernify ﬁmﬂTM%ﬁiIﬁﬂﬁmgﬁEmﬁnﬁ # mqﬁﬁ
oA @ I T W @ W digital wwmR 3 e o

Iz ®E =AE encrypled TN o W ¢ F I9% fom IS certifical
authority ¥ apply T TS 81 CA I9 =1fiF %) v encrypted digital cetii™®
mmilﬁﬂﬁwfﬁpuhlickeyﬁﬁriaﬂ{wmﬁﬂﬁqﬂ
i €l &1 CA 3 ST public key =R Sl 51y 4 jniemer wt gie T e
#1 Encrypted message 31 receive A AT =fw CcA F public key ) us *{:
message F A attached digital centificate 3 gecode w1 & & am a8 ﬁm"lm;
ﬂmiﬁ!ﬂiﬁrﬂﬁu 7T E jssue fﬂfm'ﬂ!tm Hm&lﬂwhlwlf} iﬂﬂ‘
encrypled Y1 1 w8 FT FEA L{
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Passoport F1 TE B digital certificate ¥ T HErl yem w6 # 3w T
famem agency BRI issue fF 9 & Fm BT venilication W fFm T JFa #i
Digital certificate ¥ certificate holder &1 3™, serial no., v 4, cenificate
holder & public key # copy @M CA ¥ digital signature o AN A0 R E LI
certificate 1 reality fam & I ¥ =WA=@: operating system CA % root
certificates 1 list maintain FT8 & FIE8 CA B issue 1 T cenificates F1 2
&l =)

Digital Signature—Digital signature 7% mathematical TFaE ¢ W R
digital message W document F genuinity T v = fam w2

UF valid signature H TaEal F1 T Toee @ w6 ¢ fF o o a6 s e
9 T om0 W 9w T oW W@

A digital signature =1 & e ﬁl oAl = % 21l = WeE
e ¥ AT message W TH2 T HFHa 79 mes-age &1 = ° 0 change T8 f
o FFa #1 34 digital signature encryption ¥ @ #@ integrity. authentication
9 non-repudiation F T FA B

Digital signatures FI software famrm ¥ A &7 transaction ¥ &, LAt
4 F 0, data tampering (data 3 22zEmE) %3 ¥ a0 sl s § use

w21

Digital signature % FIH—
I. Digital signature ¥ a1 % 819 3 authentication B Fr & 7o 7% G

# = & & ga A o ¥ @ 4 @ ) e § fae eed
7z feofa g wo a8

2. Digital signature W g F integrity TH TEdl & 79 T confirm & W0
# 5 7 ¥ g & wg i Bgers T g @ T digital signature T
LRl F1 change F T signature invalid @ o #

3. Digital signature #H non-repudiation 1 T o wra g & [ T Ty
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fafan a®+t® (Switching Techniques):
Switching TFI® A ¥ H o 2—

1. Circuit switching 2. Packet switching 3. Message switching

WAN networks i computers TH H4 direct connected &l 45| ‘Hﬂ |
devices ¥ # data transfer path provide F14 &F 0 switching nodes &1 network
use Fan ST &1 T node d T node TF data B & H process data switching

wEE 2
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Circuit switching ¥ sending T4 receiving devices a—' A4 .:q dedicated
communication path £t & 7 @4 steps I use 1 #1 Circuit establishment, daty
sfer A circuil termination
- T switching (elephone networks o u.-arifﬁ ET?TEI # |
Message switching U sender or receiver & R R path establish ELd Iﬁ:l-"fl]
= #1 Sending device message T address ETTHT FHH network 1 pass 1 7
£ 79 message FE node ﬁﬁmﬁaﬂmﬁﬁhﬂﬁﬂﬁﬂltl
mple—E-mail
E:kﬂ switching. message switching 81 circuit switching F1 9% =1 # zmh
data 1 blocks ¥ ¥1 & node by node destination, 7 Y91 3 #1 Packet switching
% o fafim B9 31 Daagram & § @i packets =T F9 H HAFT-HAT path #
destination 7% TEa4 § T8 T reassemble fien 0 #1 Vinual circuit approach
¥ packet F ¥ H T B sender T receiver % d= H UF fix logical path sel
= fom 9w 7
WAN Devices—WAN # switching ®d 741 data transfer i’ﬂ Routing
Technology F1 use & #1 Routing % B 3 computer % 4 ¥ path search
WM%Gﬂ!dMapackclsﬁlﬁpﬂlhﬁim forward fohan e #1 3 fom =
devices W 5 Bridges. Router T8 gateways 1 use f&an wmm 2
Bridges—Bridges 1 T8/ 9 3 TF BOF 91! protocol T LANs H1 wide
area ¥ connect 73 I 1 Bridge address printer F T8 F FTdl # 9 UF LAN
# Packet F1 o1 6L LAN 7 W= #1 Bridges OSI model ¥ data link layer ™
operate w0 B ﬁm adl devices TF # protocol & use Tl # Tafe bridge ™
=[H processing I wETEA B
Routers—Routers 31 TH network ®1 connect F1d & 9 U% TOF 76 ¥4 ¢
Routers 2 &=l 3 % LANs o WANs ¥ 9 connection Tfi w3 # 7€ 08I
model F network la;.rerﬂ'ﬁlilﬂ?ﬂ'ﬁit Routers sender ¥ receiver % 3 best router
! T =4 H wes T
Gateways—Gateways & 3H0R LANs %1 connect F79 #1 78 OS] model ¥

application layer W operate F% #1 9/ & 2 W network F1 connect F
& 78T data packet F1 forward ¥ A TR 7% T8 TH protocol format # FH
protocol format W convert Fd #1 |

LAN (Local Area Network)—LAN % data communication network %7 ¢
A ¥ computers W workstations F connect FTM & Fo T drg § daa T

information exchange %! g WEA Fta #1 LANs fredt TF building ¥ &= ¥
building ¥ \qe ¥ wfim &7 #
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Network ¥ devices 1 connect 14 F1 70#1 network topology FEe] 2
Connection % T8 provided & nodes 2 link station F&eH #1 LAN % 74 %61

@l topologies F1 use fFm amm #—

1. Star Topology—3%HY %3 stations
Eq TF centre station 3 controller &
connect ﬁ'ﬂTﬁ'ﬂTtHﬂlﬂ 't node centre
controller % WM # TH node # data
wransfer T TFA &

MNode : MNode
>
Mode Node

Bus Topology—388 ¥ station TF single line ¥ connect B ¥ Fa&31 bus
F5d #1 Information SFT fewmali ¥ carry B TEA! 21 Bus 3@ E £l TEF station
information 1 destination address check F7 21 4 address 39 station F address
# match @ # @ & information frame 1 accept T W process T € 49l
T reject F oAl #1 Bus topology 1 &M tree wopology FEERN (1 % bus A1
tree network ® management T control %ﬁ T3 centre point ¥ # A 4w =
bus H linked stations % 7= fafam g@ &

Mode Node
] |
|
Mode
(a)
| |
Mode | Node
I I I 1
Mode Mode MNode MNode
Node Mode Mode Mode MNode Mode
by
Bus network (b) Tree network
Ring Topology—Ring opology L} Node
R siations UF ring F shape (circular / \
shape) & 2 R # AEw ilﬂtiﬂ'ﬂ. e e
information 1 receive ¥ ring
transmit F7 Tea@ #1 Information TF ¥ \ —
B % ravel =00 R
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